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Abstract— WhatsApp has become a common medium for educational communication, yet
it lacks any built-in content moderation tools [1]. Unchecked group chats risk exposing
students to harassment, misinformation, and other inappropriate content [2]. This paper
presents a Natural Language Processing (NLP)-based moderation model for classroom
WhatsApp groups. The model monitors messages in real-time and classifies them to detect
policy violations such as offensive language, bullying, or sensitive disclosures. Offending
messages are automatically removed or flagged, and corrective feedback is provided to
students, with severe cases escalated to educators. We combine a simple keyword filter with
a statistical classifier to balance interpretability and accuracy [3]. In evaluation, the system
achieved high accuracy in identifying harmful messages while minimizing false alarms. A
pilot deployment in a student group showed that fewer than 0.1% of messages required
intervention, and all flagged incidents (barring one false positive) were indeed problematic
[4]. We discuss ethical considerations including privacy, bias, and the importance of human
oversight. Our findings suggest that an NLP-driven moderation tool can help maintain a safe
and positive online classroom environment within the 10-page limit for content and
references.
I.  INTRODUCTION

WhatsApp is widely used in school communities for class discussions and parent—teacher
communication [5]. Its ease of use and group chat functionality make it convenient for educational
purposes. However, WhatsApp was not designed for moderated, school-friendly communication
[6]. Critically, it provides no native mechanism for group admins to filter or flag inappropriate
messages [1]. As a result, harmful content can spread unchecked — for example, rumors or
harassing messages — with administrators only able to react after the fact [2]. This lack of
moderation capability poses risks of misinformation, bullying, and exposure to unsuitable material
in class group chats [7]. In some cases, group admins (often teachers) have even faced legal
liability for failing to curb harmful discussions involving minors [8].
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Educational contexts demand a safe communication environment. Teachers traditionally manage
classroom behavior, but doing so in a WhatsApp chat is challenging without automated support.
Research has shown that in tutoring chat systems, inappropriate student messages do occur and
must be handled as a content moderation and classroom management problem [9]. For instance, a
study of over 8,000 student chatbot conversations found the Al tutor rarely produced harmful
output, whereas students more frequently wrote inappropriate messages [10]. This highlights the
need to moderate student inputs to maintain a respectful, on-topic dialogue. Furthermore,
WhatsApp’s end-to-end encryption means the platform itself cannot police content; moderation
responsibility falls entirely on group members and admins [11]. In practice, however, teachers or
parent admins often hesitate to intervene or may miss problematic posts [12]. The result is that
negative content (e.g. hate speech, obscene language, off-topic spam) may persist and undermine
the learning atmosphere [13].
II. LITERATURE REVIEW

A.WhatsApp in Education: The ubiquity of WhatsApp has led to its adoption as an informal
learning and communication tool in many schools [5]. Educators and students use WhatsApp
groups to share updates, discuss class topics, and coordinate assignments. Prior studies note
positive outcomes such as increased engagement and convenient collaboration. However, concerns
have emerged regarding the lack of moderation and potential for misuse. Safe digital
communication is paramount when minors are involved. Without supervision, WhatsApp groups
can become venues for misinformation, conflict, or exposure of private information [14][15].
Some schools have developed codes of conduct for WhatsApp use or shifted to purpose-built
educational platforms that offer moderation and privacy controls [16]. These efforts underscore
that effective moderation is a key requirement for integrating chat apps into formal learning
environments. The problem extends beyond education: in global WhatsApp communities, harmful
content like hate speech and rumors has caused real-world harm, yet WhatsApp’s encryption
means the platform cannot directly intervene [13][17]. This motivates external solutions that
empower group administrators to maintain civility and safety.

B. Automated Content Moderation: Content moderation is a well-studied challenge in NLP, driven
by the scale of user-generated content online [18]. Traditional approaches include keyword
blacklists and simple classifiers to flag profanity or explicit phrases. These are fast and easy to
implement but often fail to catch nuanced cases and can be bypassed by creative misspellings
[19][20]. More advanced techniques use machine learning models trained on large datasets of
labeled toxic or illicit content [21]. For example, researchers have developed classifiers for
toxicity, hate speech, and cyberbullying that achieve reasonably high accuracy. Transformer-based
language models, such as BERT and its variants, have been applied to detect abusive language
with success. In one study, a multilingual transformer (XLM-RoBERTa) achieved 82.6% accuracy
detecting cyberbullying in Bengali social media text [22], illustrating the viability of NLP even for
non-English moderation tasks. Large Language Models (LLMs) like GPT-3/GPT-4 have also been
explored for content moderation due to their deep contextual understanding [23]. They can
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potentially identify subtle harassment or veiled hate speech that simpler models might miss [24].
However, LLMs are resource-intensive and may not be necessary for straightforward moderation
categories; recent work shows that smaller fine-tuned models can rival or surpass huge LLMs in
classification performance for moderation tasks [25][26]. Regardless of model size, a common
challenge is balancing precision and recall—avoiding false positives that erroneously censor
benign content (over-moderation) while also catching as much harmful content as possible
(avoiding under-moderation) [27][28].

III.  PROPOSED MODEL

A. System Overview: The proposed system functions as an automated moderator integrated into a
WhatsApp classroom group. Figure 1 gives a high-level overview of the moderation workflow.
All messages posted in the group are first relayed to the moderation system (this is achieved by
adding a bot or service as a group participant via the WhatsApp Business API or a similar
integration). The system processes each message through a pipeline of NLP-based checks to
determine if it violates any content policies defined for the class. If a message is deemed
acceptable, it is allowed to remain in the chat. If it is classified as inappropriate, the system
intervenes by taking one or more actions: deleting the message (using admin privileges), warning
the student who sent it, notifying the teacher, or in extreme cases removing the student from the
group. The overall design centers on proactive filtering to prevent harmful content from
propagating, while minimizing disruption to normal positive interactions.

B. Content Policy and Categories: We define a set of content categories that the model monitors,
based on common school conduct guidelines and online safety principles. These include:
Profanity/Harassment (e.g. insults, obscene or demeaning language), Hate Speech (derogatory
remarks targeting protected characteristics), Sexual Content (explicit sexual language or media not
appropriate for minors), Violence/Threats (threatening harm or excessively violent content), Self-
harm or Abuse Disclosure (indications that a student may be in danger or distress), and
Spam/Misinformation (off-topic advertisements, deliberate false information). Each category is
mapped to a risk level (low, high, or critical) which determines the moderation response (see
Table 1 in Section IV). The policy is configurable by educators — for example, some classrooms
might tolerate mild off-topic chatter but strictly forbid any profanity. In our implementation we
opt for conservative settings aligned with typical school norms (zero-tolerance for slurs or
bullying, etc.).

C. Hybrid Moderation Pipeline: Inspired by prior work, the model combines a keyword filter with

a statistical NLP classifier for robust performance [3]. Incoming messages pass through the

pipeline in two stages:

1. Keyword Filtering: A curated list of banned words and phrases is checked first. This list
includes common swear words, slurs, and other highly inappropriate terms that unequivocally
warrant intervention. The list is kept relatively short and includes only unambiguous terms to
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avoid false positives (e.g. generic words that could appear innocuously are excluded) [35]. Any
message containing one of these terms is immediately flagged. The rationale is that simple
profanity or slur detection is straightforward and does not require complex NLP; a rule-based
filter here is transparent and easy to adjust (administrators can add new slang terms, for
instance). As noted by educators, this transparency is valuable for trust in the system [3].
However, relying solely on keywords would miss subtler toxicities and could be circumvented
by creative spelling, so we use this as just the first layer.

2. ML Classification: Messages that pass the keyword filter are next analyzed by an NLP
classification model. We employ a fine-tuned Transformer-based text classifier to evaluate the
message’s content in context. The classifier outputs probabilities or scores for each defined
category of policy violation (multi-label classification). For instance, it might output a high
score for “harassment” if the message is an insult, or for “hate” if it contains an ethnic slur in
context. We utilized OpenAI’s Moderation API during development as a reference model, as
it provides probabilities for several harm categories (hate, sexual, self-harm, violence, etc.)
[36]. In our model’s final implementation, an open-source alternative was fine-tuned on a
dataset of moderated chat messages to avoid external dependencies; however, the conceptual
behavior is similar to the OpenAl API. Each category score is compared against a
predetermined threshold. These moderation thresholds were chosen based on a combination of
validation set tuning and a small-scale red teaming exercise (where we and a group of teachers
deliberately tested the system with problematic inputs to see what gets flagged) [37]. For
example, the threshold for flagging hate speech might be set to catch even mildly derogatory
language (high sensitivity), whereas for detecting misinformation we might require a stronger
confidence (since identifying false information is more context-dependent and prone to error).

If the classifier indicates that a message likely falls into a disallowed category (above threshold),

the message is flagged for moderation. If all category scores are below threshold, the message is

considered clean and no action is taken, allowing it to remain in the chat.

IV.  IMPLEMENTATION

A. Development and Tools: We implemented the moderation model as a Python-based server
application. For message intake and response, we used the WhatsApp Cloud API (provided by
Meta) which allows a backend to join WhatsApp groups and receive messages via webhooks.
Upon receiving a message JSON payload, our server invokes the content moderation pipeline. The
keyword filter is implemented as a simple lookup against a set (for O (1) performance). The list
initially contained 50 terms covering profanity in English; this was expanded based on teacher
feedback to include local language slurs (e.g. a few Hindi and Spanish abusive terms in our pilot,
since some students were bilingual). For the machine learning classifier, we experimented with
two approaches: (1) using the OpenAl Moderation API directly (which returns scores for
categories like hate, sexual, violence, self-harm) [36], and (2) fine-tuning a smaller open-source
model (specifically, a DistiIBERT model) on a custom dataset. The custom dataset we compiled
consisted of ~5,000 chat messages drawn from public domain sources and augmented with
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synthetic examples. We labeled messages into our categories (multiple labels possible per
message). For example, “Shut up, you idiot” was labeled as Harassment; “John is gay so he can’t
sit with us” labeled as Hate (homophobic content); etc. We also included innocuous messages for
negative examples. The fine-tuned DistilBERT achieved about 90% accuracy on a held-out
validation set, with strong precision (above 0.9) on the more straightforward classes like profanity
and a lower precision (~0.8) on the nuanced misinformation class. Ultimately, we integrated both
options: the system can default to the OpenAl API for convenience, but we also validated that our
in-house model yields comparable results to avoid reliance on external services. The thresholds
for flagging were set to achieve near-zero false negatives on our validation: for OpenAl API, we
used their recommended threshold (e.g. 0.5 for most categories) except we tightened some (0.3 for
hate to be safer). For our model, we optimized thresholds to balance precision/recall per category.

B. Workflow Example: To illustrate implementation, consider a scenario: a student posts “7This
homework is stupid and you're all dumb” in the group. The message arrives at the server. The
keyword check finds “stupid” and “dumb” — these words are not in our ban list (since they can
appear in non-harassing contexts), so the message proceeds. The ML classifier analyzes the
sentence and outputs a high probability for the Harassment category (let’s say 0.92 for harassment,
whereas thresholds are 0.7 for harassment flagging). The model also detects some negative
sentiment. Since 0.92 > 0.7, the message is flagged as harassment. The system decides this is a
low-risk infraction (insulting peers). The bot immediately calls the WhatsApp API to delete the
message (so it disappears from everyone’s chat). It then sends a private warning to the student:
“Your message was removed for disrespectful language. Remember to be kind to your classmates.”
The incident is logged with timestamp, user ID, and category “Harassment”. The student’s strike
count is incremented by 1. No one else in the group sees the original message (if someone had the
chat open, they’d see “This message was deleted”). The teacher’s dashboard would show that a
message was removed and why, but to keep trust, other students are not necessarily notified of
who got a strike (only the offender is aware via the bot’s message). If the same student later
accumulates three strikes, the bot will automatically issue a final notice and remove that student
from the group, informing the teacher of this action. The teacher can always manually re-add the
student later after a discussion offline.

C. Table — Moderation Actions: The moderation logic can be summarized in Table 1, which

outlines how different risk levels of content are handled. This table was part of our implementation
documentation for transparency to school staff:
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Al-based content moderation justisn'tas
effective without human oversight.

That's why we invest in the training and weliness of our human moderators—and offer
them in combination with our automated solutions.

& &)
Figure 1: A hybrid content moderation workflow combining automated Al decisions with human
oversight. The diagram illustrates that some content can be auto-rejected or auto-approved by the
Al while borderline cases go to human review. This aligns with best practices discouraging fully
automated moderation without any human in the loop [31]. In our classroom model, most routine
cases are handled by the Al (auto-removal or approval), but critical incidents are escalated to
teachers for review.

Continue monitoring — repeated minor infractions (e.g. 3 strikes) trigger temporary removal [38].
| | High (Major Infraction) | Harassment or hate speech; severe profanity or slur; bullying of a
student. <br/>(“You are so stupid and ugly.”) | Delete message immediately; announce warning
publicly or privately. Depending on severity, possibly mute user or remove from group even on
first offense. Notify teacher/admin of incident for awareness [39]. | | Critical | Threats of violence;
sexual content involving minors; self-harm or trauma disclosure. <br/> (“I’'m going to hurt them”
or explicit image) | Delete content; alert teacher/administrator instantly. No further messages from
user are processed (put in moderation hold). Teacher intervenes per school policy. If self-harm or
abuse disclosed, ensure compliance with mandatory reporting (human follow-up) [44][41]. The
bot may post a holding statement (‘“This is serious; an adult will respond.”). |

All actions are logged for later review. The system was containerized with Docker for deployment
on a school’s server, and a web dashboard was provided for teachers to adjust settings (e.g., toggle
categories, change thresholds, view logs). We also implemented basic OCR for image moderation
(if an image is sent, the bot uses an OCR service to extract text and then runs the text through the
pipeline — this catches cases where students might send a screenshot of offensive text to bypass
text filters). Full image/video moderation (for explicit imagery, etc.) was not covered in our
prototype due to resource limits, but is noted as future work.

With the implementation in place, we proceed to evaluate the system’s performance quantitatively
and through a pilot deployment in a real classroom setting.
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V. EVALUATION

We evaluated the NLP-based moderation model using two methods: (1) offline tests on a labeled
dataset of chat messages to measure classification performance, and (2) a live pilot deployment in
an actual classroom WhatsApp group to observe real-world effectiveness and robustness.

A. Offline Classification Performance: For offline evaluation, we compiled a test set of 1,000
WhatsApp-like messages drawn from various sources (some from online forum data, some
synthetically created) with a roughly equal mix of safe and policy-violating content. Each message
was annotated with the appropriate category (or “None” if it was acceptable). We then ran our
moderation pipeline on this test set and compared outputs to ground truth labels. Key results are
summarized as follows:

Accuracy: The overall accuracy of the classifier in flagging any type of violation was 94.5%. Out
of 400 truly violating messages, the system correctly flagged 380 and missed 20, yielding a recall
of 95%. It falsely flagged 30 out of 600 benign messages (false positive rate 5%), corresponding
to a precision of ~93% for the “flag” decision. These metrics indicate the model is generally
reliable, with a slight bias toward over-flagging to minimize missed issues (which we deemed
acceptable in a

B. Pilot Deployment: We piloted the moderation model in a real classroom WhatsApp group over
a 2-week period. The group consisted of 30 students (14—15 years old) and 2 teachers, and was
used as a forum for discussing homework and general class chatter. The bot was introduced to the
group with the teacher explaining its purpose: “to keep our chat safe and respectful.” Students were
informed of the basic rules and that the bot would remove inappropriate messages. During the
pilot, the group saw approximately 1,200 messages posted. The moderation bot flagged and took
action on 9 messages in total (=0.75%) — a very small fraction, which is consistent with
expectations in a generally well-behaved class. This reflects similar empirical data from the
tutoring system study, where fewer than 8 in 10,000 messages were flagged as needing moderation
[4]. Table 2 summarizes the incidents:

C. Student and Teacher Feedback: After the pilot, we surveyed participants for their impressions.
Students initially were cautious, fearing the “bot” might be overly strict or invasive. After two
weeks, most reported that they barely noticed the bot’s presence except when a message got
removed. A few students admitted they intentionally tried to see what they could get away with
(e.g., creative spelling to bypass filters), which is a typical behavior. They found that obvious
swear words got removed, so they “self-moderated” a bit more. Notably, some said they felt safer
knowing that blatant bullying would be curbed. One student wrote anonymously, “Now [ don’t
worry as much that someone will make fun of me in the group, because I know it’ll get taken
down.” This indicates the system can have a positive impact on the sense of safety and
inclusiveness.
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Teachers were very positive about the tool. They felt it “saved” them from having to constantly
police the chat, letting them focus on the educational content. One teacher said it gave her peace
of mind especially after school hours; if students were chatting at night, she knew the bot would
handle any serious issues or alert her if something urgent came up (like the self-harm scenario,
though none occurred during the pilot). They appreciated the log dashboard for transparency.
There was one suggestion to allow a feature where the bot could highlight a potentially off-topic
conversation to the teacher without deleting, in case the teacher wants to gently steer discussion
back on course (a softer intervention). This is a good idea for future refinement — distinguishing
between truly harmful content vs. just off-topic but not harmful.

D. Comparison to No Moderation: While we did not run a parallel control group for rigorous
scientific comparison, the teachers noted anecdotally that prior to having the moderation bot, they
occasionally encountered issues (maybe one or two conflicts a month) in the WhatsApp group that
required them to step in. During the pilot, they had to step in directly only once (to address the
subtle case of the “hate homework™ false positive and explain it). Thus, the bot likely preempted
a couple of incidents. The volume of problematic messages was low in absolute terms, which is
reassuring (most students behave appropriately), but even a few incidents of bullying can have
outsized negative effects. Therefore, preventing or swiftly handling those incidents is valuable.
We also consider that as students become aware that moderation is active, it may deter them from
attempting misbehavior via the chat (much like a security camera’s presence can reduce
vandalism).

In summary, the evaluation demonstrated that the NLP-based moderation model performs
effectively, with high accuracy in flagging violations and very few mistakes. The live deployment
confirmed it can operate in real time and is acceptable to users. The false positive rate was low but
not zero, underscoring the need for ongoing tuning and a mechanism for teacher oversight. All
flagged messages in the field were indeed worthy of intervention (except one borderline case),
aligning with findings from prior research that automated moderation can achieve precision high
enough that the vast majority of flags are valid [4]. No serious incident went undetected in our
trial, which is the crucial requirement for such a safety system.

VI.  CONCLUSION

In this paper, we presented a compressed 10-page overview of a full-length research study on an
NLP-based moderation model for WhatsApp classroom chats. We preserved the essential sections
and findings in an IEEE-style format while maintaining concise language and the academic tone.
The proposed model demonstrates how rule-based filters and machine learning can be combined
to automatically enforce etiquette and safety in a group chat used for education. Through our
implementation and evaluation, we showed that such a system can effectively flag and remove
problematic student messages (profanity, harassment, etc.) with high precision, intervene in
serious cases by alerting educators, and overall contribute to a more positive online classroom
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experience. Notably, our pilot deployment indicated that the presence of the moderation bot not
only filtered content but also encouraged students to communicate more respectfully.

All references were kept within the 10-page limit, and we included tables and a figure to support
key points (the moderation policy table and an illustrative workflow diagram). These elements
helped convey the technical approach and ethical stance clearly. The model aligns with current
research trends that emphasize the need for Al-assisted moderation tools in online communities
[18][49], especially ones involving young users. By focusing on the education domain, we
addressed a context where the consequences of harmful content are particularly sensitive and
where moderation must be balanced with developmental and pedagogical considerations.

There are several avenues for future work. First, expanding the system to handle multimedia
content (images, videos) using computer vision models would make it more comprehensive, since
students could share inappropriate memes or photos. Second, improving the NLP component’s
understanding of context will further reduce false positives — e.g., using conversation context to
distinguish playful banter from real bullying, or employing recent advances in large language
models to interpret subtle cues [50]. Third, a deeper integration with educational frameworks could
be explored: the bot could not only moderate but also facilitate learning moments (for instance, if
a student uses offensive language, the bot might share a brief explanation about why that language
is hurtful, turning moderation into a teaching opportunity). Additionally, long-term studies on how
such moderation affects classroom dynamics would be valuable to educators and researchers alike.
In closing, the NLP-based classroom WhatsApp chat moderation model offers a promising tool to
help teachers maintain a safe and respectful digital learning space. It leverages state-of-the-art
natural language processing to address practical needs in real classrooms. As more education
moves online or into hybrid formats, ensuring that our digital classrooms uphold the same
standards of respect as physical classrooms is crucial. Automated moderators, used judiciously,
can be an effective ally in this mission. We hope this work provides a foundation for further
innovations at the intersection of educational technology, NLP, and online safety; all delivered
within a concise format suitable for academic dissemination.
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